
Date/Time Generated: Sep 06, 2024 11:59 Generated By: BABH\tadler

BAY-ARENAC BEHAVIORAL HEALTH AUTHORITY
POLICIES AND PROCEDURES MANUAL

Chapter: 9 Information Management 
Section:     3 Administrative Safeguards 
Topic:        3      Security Management Process – Sanction Policy 

Page:  1 of 3
Supersedes Date:
Pol:  4-21-05
Proc:  4-21-05

Approval Date: 
Pol:  3-20-14
Proc: 1-21-14 ________________________________

Board Chairperson Signature

________________________________
Chief Executive Officer Signature

Note:  Unless this document has an original signature, this copy is uncontrolled and valid on this date only: 9/6/2024.     For 
controlled copy, view Agency Manuals - Medworxx on the BABHA Intranet site.

DO NOT WRITE IN SHADED AREA ABOVE

Policy  

It is the policy of Bay-Arenac Behavioral Health Authority (BABHA) to apply appropriate 
sanctions when workforce members fail to comply with BABHA’s security policies and 
procedures resulting in documented violations of the Health Insurance Portability and 
Accountability Act (HIPAA) of 1996.

Purpose 

This policy and procedure is established to provide the criteria under which sanctions may be 
applied for documented violations of the HIPAA Security Rules. 

Education Applies to:

 All BABHA Staff
 Selected BABHA Staff, as follows:
 All Contracted Providers:   Policy Only      Policy and Procedure
 Selected Contracted Providers, as follows:  IS Operations Support Contract Providers

 Policy Only     Policy and Procedure
 Other:  Business Associates        Policy and Procedure

Definitions 

Workforce Member:  Employees, volunteers, and other persons whose conduct, in the 
performance of work for a covered entity, is under the direct control of such entity, whether or 
not they are paid by the covered entity.  This includes full and part time employees, affiliates, 
associates, students, volunteers, and staff from third party entities who provide service to the 
covered entity.
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Procedure

1. HIPAA Security Rule compliance requirements are clearly defined in BABHA Policy and 
Procedure, C13-S01-T10 – Reasonable Safeguards for Protected Health Information and 
its accompanying related form, “Security/Confidentiality and “Need to Know” 
Agreement”.  All workforce members who are either direct employees of BABHA or 
work/volunteer in some capacity exclusive to BABHA are instructed in this policy and 
procedure and are required to sign the related form.  Failure to comply with the 
requirements may result in disciplinary action per BABHA personnel policies and 
procedures.

2. For contracted service providers, requirements are defined in contract boilerplates and 
failure to comply may result in sanctions as defined in service provider contracts. 

3. For business associates, the requirements are specific to the HITECH Act of 2009 and the 
Omnibus Rule of 2013 as defined in BABHA’s Business Associate Agreement.

4. The Corporate Compliance Officer of BABHA is responsible for determining whether or 
not a violation has occurred, and the scope and nature of the violation.  Any sanctions to 
be applied will be determined in conjunction with other BABHA departments, such as 
Human Resources and/or Recipient Rights, in accordance with relevant BABHA 
procedures.  The severity of the sanctions will depend on the nature of the violation(s).

Attachments 

N/A

Related Forms 

Security/Confidentiality and “Need to Know” Agreement
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Related Materials 

BABHA Policy and Procedure, C13-S01-T10 – Reasonable Safeguards for Protected Health 
Information

References/Legal Authority

Administrative Safeguards - HIPAA Section 164.308(a)(1)
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